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1. Abstract

In today's fast-paced and technology-driven world, site reliability engineers face an
overwhelming challenge: sifting through vast amounts of log data to identify and resolve system
issues. As the development of IT becomes increasingly complex, manually inspecting lines of logs
to pinpoint the various bugs and errors to find the root cause of problems is not only time-
consuming but also prone to human error. This type of process is extremely tedious and is overly
taxing on the human body and capability. This process can further lead to delays in
troubleshooting, impacting business operations and customer satisfaction.

In order to tackle such a problem, we believe that with the assistance of Al, for example,
OpenAl’s ChatGPT, this problem can be solved through the help of technology. Artificial
Intelligence is very well known for efficiently replacing the job of humans to quickly and more
accurately complete the task. With the nature of a site reliability engineers’ job, Al can offer a
massive role in helping to reduce the painstaking effort of going through thousands of lines of
logs.

Al can analyze log data to detect patterns, anomalies, and bugs that may go unnoticed by
human analysts. Al-driven tools can automate the identification of issues, quickly isolate the root
causes, and even provide actionable insights or recommended solutions. This reduces the burden
on IT analysts, allowing them to focus on more strategic tasks, improving system uptime, and
enhancing overall operational efficiency. In essence, Al can empower IT teams to work smarter,
not harder, by providing faster and more accurate insights into system health.

2. Aim

The goal of this project is to showcase the use of Al-driven tools to help analyse error
logs in the daily work of an enterprise IT analyst and provide helpful solutions for
troubleshooting identified issues.

3. Problem

As of today, most site reliability engineers manually read through lines of logs to
identify errors within a system and have to think of solutions to troubleshoot in on the spot.
Despite advancements through usage of observability platforms such as Dynatrace,
troubleshooting and issue identification are still conducted manually using rule-based filtering
logic to detect potential root causes.

4. Introduction
4.1 OpenAl

OpenAl, founded in December 2015, emerged with the mission of advancing digital
intelligence in a way that benefits humanity as a whole. Established by a group of tech



visionaries—including Elon Musk, Sam Altman, Greg Brockman, Ilya Sutskever, and John
Schulman—OpenAl was originally conceived as a non-profit organization. [1] OpenAl
transitioned into a "capped-profit" company in 2019, a structure designed to attract significant
investment while upholding its commitment to prioritize safety and ethical considerations. This
shift allowed OpenAl to scale its research and operations, leading to significant technological
milestones such as the development of GPT-2, GPT-3, and later, GPT-4. GPT’s Large Language
model has made it extremely suitable for this research. Leveraging NLP, Natural Language
Processing, GPT comprehends the context and language used in log messages. This enables the
identification of keywords and phrases that signify an issue and provide actionable insights on
how to address them efficiently. GPT’s LLMs are trained on large amounts of information which
allows them to give accurate results based on a probability. For example, GPT-2 was trained on a
massive dataset of texts and codes of approximately 40GB in size and 1.5 billion parameters. [2]

4.2 Site Reliability Engineers & Log Data

Site reliability engineers are essential to the design, development, and maintenance of
complex systems. They act as the backbone of multidisciplinary teams, integrating various
subsystems into a cohesive and functional whole. [3] Site reliability engineers focus on creating
comprehensive solutions that address both technical specifications and business requirements.
Their primary responsibilities include defining system requirements, designing architectures, and
ensuring system performance through testing and validation. Site reliability engineers play a
pivotal role in the lifecycle of a system, ensuring it meets the desired objectives efficiently and
effectively. [4]

Their work involves a deep understanding of system modeling and analysis, using tools
such as SysML (Systems Modeling Language) for visualizing system components and behaviors.
In addition, site reliability engineers are skilled in managing projects and collaborating with
stakeholders, balancing technical expertise with strategic oversight. This cross-functional role
requires strong problem-solving skills and the ability to translate complex technical language into
actionable plans for both technical and non-technical audiences. [5]

Log files are an integral part of site reliability engineering, playing a crucial role in
monitoring, troubleshooting, and maintaining system health. The files capture detailed records of
system events, errors, and operations, providing vital insights for diagnosing issues. Site reliability
engineers often rely on these logs to identify the root causes of performance issues, security
breaches, or operational failures. The process of sifting through extensive logs can be time-
consuming and labor-intensive. According to research, the average site reliability engineer spends
significant time-up to 30-40% of their working day-analyzing log data to maintain system
reliability. [6]

The challenge of parsing through large volumes of log data to identify critical information
is substantial. With systems generating terabytes of data daily, manual log analysis becomes
impractical. This can lead to delays in problem detection and resolution, potentially affecting
system performance and uptime. The need for efficient tools that can help site reliability engineers
streamline the log analysis process is therefore crucial. Automated solutions can reduce the time
spent on these tasks, significantly enhancing productivity and system reliability. [7]

The real value of generative Al, particularly GPT models, lies in its ability to automate
the analysis of large datasets or logs. Tasks that would traditionally take hours, such as identifying
patterns or anomalies in log files, can now be accomplished in minutes using GPT models in an
automated workflow. This reduces the manual labor involved in troubleshooting and improves
efficiency. By automating these processes, engineers can focus on more complex tasks, ensuring
quicker problem resolution and higher productivity.



In our project, while we will leverage the OpenAl Playground for initial testing and to
fine-tune parameters such as temperature, top-p, and frequency, our focus will be on using these
settings to develop an automated solution. The goal is to optimize the model for site reliability
engineers to resolve issues more quickly and with greater efficiency. These adjustments will help
tailor the model's behavior to meet the specific needs of automated troubleshooting, ensuring
optimal results. Further details on how we fine-tune these parameters will be discussed later in
this report. [9]

4.3 Generative Al

Generative Al is a branch of artificial intelligence focused on creating new content, such
as text, images, audio, and video, by learning from existing data. It utilizes advanced algorithms
and deep learning models to generate human-like or original material that closely resembles the
examples it was trained on. Generative Al is powered by models like transformers, generative
adversarial networks (GANs), and diffusion models. These technologies have revolutionized
content creation, enabling the production of high-quality, realistic content in various forms. [10]

In particular, Large Language Models (LLMs), a subset of generative Al, are designed
to understand and generate human-like text. They use transformer architectures to process and
generate language-based content with remarkable fluency and coherence. These models, such as
GPT (Generative Pre-trained Transformer), learn from vast datasets containing a wide array of
texts, allowing them to perform a variety of language tasks, including writing articles, answering
questions, and even mimicking specific writing styles. LLMs work by capturing the relationships
between words and phrases, enabling them to generate contextually relevant text. This makes them
incredibly powerful for applications in customer service, content creation, research, and more.

[11]

Generative Al, particularly through LLMs, has greatly impacted industries such as
content creation, automated coding, music composition, and even film production. By automating
and enhancing creative processes, generative Al provides powerful tools that enable more efficient
workflows and open new possibilities for innovation across various fields. [12]



5. Materials & Methods
5.1 Materials

While doing this research, we mainly used the easyTravel demo application from
Dyntrace as a reference to what a real enterprise’s system logs may look like and relied on
ChatGPT as our LLM model to analyze errors on the engineer's behalf.

easyTravel simulates an e-commerce travel portal where users can log in, search for
journeys to various destinations, select available promotional journeys, and book their trips using
credit card details. An app launcher is provided to allow user to conveniently switch between
different demo scenarios to simulate different error types. Each scenario can be modified or
extended by updating an XML scenario file. This is useful when giving demos and allows you to
focus on problem areas that are particularly relevant for a specific demo. [13]

Using easyTravel, we were able to explore the working of an enterprise system and create
many different scenarios to replicate the issues a site reliability engineer might be facing on a day-
to-day basis on the job. By experiencing their job firsthand, we are able to better empathise and
brainstorm ideas to ease the burden of their job. We examined the various types of log files that a
site reliability engineer typically analyses to identify the root causes of errors and troubleshoot
effectively.

As we put ourselves in the shoes of a site reliability engineer, we recognized the
difficulties of the job. Manually sifting through the thousands of lines in log files to troubleshoot
and debug is a painful and tiring process. We realised that this task can possibly be augmented
using Al while still ensuring accuracy and efficiency. Hence, this led us to our proposed solution
that we will be covering later in this report.

With the endless possibilities with programming and various technologies, we thought of
writing a program specifically targeted to help a site reliability engineer sift through their endless
log lines. With the help of experts online and Al, we think it is possible to create such a program
capable of instantly returning only important error messages from an entire file of thousands of
lines in the span of seconds. This significantly reduces the time and effort required from a site
reliability engineer, enabling them to focus their energy on other important tasks.

filter error_ logs(log_file path):

open(log_file path, 'r', encoding='utf-8', errors='ignore') log file:
line log _file:
'ERROR' line:
print(line.strip()) # Print the error line without extra spaces
FileNotFoundError:
print (f"Error: The file ' log _file path}' t fou )
Exception e:
print (f"An unexpected error occurred: {e}")

hoq_file_path = r"C:\Users\UserAdmin\.dynaTrace\easyTravel 2.0.0\easyTravel\log\BusinessBackend.log"
filter error logs(log_file path)

The picture above showcases the codes we used to filter the log files. By copying the path
of the log file that we are interested in filtering, we can paste the path into the log file path
variable to carry out the function created which will print out only the error messages from the
entire log file. As such, we can focus on the more important information instead of looking at the
other logs.



Firstly, we defined a function for filtering the log files so that we can easily call this
function. Next, we set the parameters as the log file path so that we can open the given file. The
next few lines call Python to run through each line of logs in the log file and check for the word
“ERROR” which indicates that the log data requires immediate attention. If the line meets our
condition, we classify it as an error log and then print it in our output.

From 1 log file — 8670 lines of logs
After filtering — 232 lines of error logs

This data shows how useful the filtering program can be as it reduces the workload of an
engineer to go through the many lines of logs but instead only needing to focus on each line of the
new filtered data.

Through our ideation and brainstorming, we directed our attention to the use of
ChatGPT’s playground to help with the task of analysing and providing solutions to resolve error
logs. ChatGPT offers advanced features such as allowing users to specify output formats and
customize tool parameters. With such features, we can configure ChatGPT to play the role of a
Site Reliability Engineer’s advisor. This approach allows us to customise the responses to be more
relevant, as the Al model generates them from the perspective of a site reliability engineer,
ensuring the output response is ideally suited for the role. As a site reliability engineer, the main
goal is to find the root of the issue and troubleshoot it as quickly as possible. As such, we can
instruct the API to keep its answers short and straight to the point for maximum efficiency while
maintaining high accuracy. It is then instructed to give step by step instruction on solving the issue
at hand which can be helpful to an engineer. We provided a detailed and specific prompt that can
maximise the use of the API to return only necessary and important information.

Furthermore, ChatGPT Playground allows room for further customisation for a specific
response type. There are mainly 5 options that we will be looking into: Temperature, Max Token,
Top P, Frequency Penalty and Presence Penalty. [14]

1. Temperature
a. Temperature is a parameter that controls the level of randomness or
creativity in the model's responses. It affects how deterministic or varied
the model's output is. It ranges from 0 to 2 with 0 being not random and 2
being extremely varied and broad
2. Max Token
a. In the ChatGPT Playground, the max tokens parameter controls the
maximum number of tokens (words or pieces of words) that the model can
process and generate in a single interaction. This includes both the input
and the output.
b. $0.03 for every 1,000 input tokens and $0.06 per 1,000 output tokens
3. TopP
a. The top_p parameter is used to control the diversity and creativity of the
model's responses. It's part of the nucleus sampling method for generating
text, which is an alternative to temperature. Top-p selects a subset of tokens
that together make up a certain probability mass and then samples from that
subset, directly limiting the pool of choices.
4. Frequency Penalty
a. The frequency penalty is a parameter used to penalize the model for
generating repetitive content. It helps reduce the likelihood that the model
will repeat the same phrases or words within a single response, encouraging
more diverse and varied outputs.
5. Presence Penalty



a.

The presence penalty parameter adjusts how likely the model is to talk
about topics it has already mentioned. It is a parameter designed to
encourage more diverse and dynamic responses by discouraging the model
from repeating itself or sticking too closely to previous themes in the
conversation



6. Results and Discussion

6.1 OpenAl playground’s configuration

Model gpt-do < Top P
Response format text ¢  frequency penalty
Functions + Add Presence penalty

Model configuration

Temperature 0.30

Max tokens 2048

Below are the permutations done by us through many rounds of testing and observations.

1) Temperature

a) Considering the nature of our project, we would prefer a direct and less varied

response as we are trying to be as accurate as possible to minimize errors and to
ensure a longer server uptime. As such, through testing the result of changing the
temperature we found various results. Firstly, from the 0.7-1.2 range, the answers
are very standard and gives a well-balanced answer that is normally expected from
an Al. However, past the 1.2 range is where the answers start to get adventurous
and very broad. For instance, when maxed out at 2.0, the answers produced even
gave varying languages. Though being imaginative and creative is useful, our aim
of this research does not require such imagination but instead the opposite.
Furthermore, with such varying answers, the output tokens will increase
significantly to incorporate all of the different ideas. Therefore, we believe that a
good range for this project would be from the 0-0.3 range. This range gives a short
and direct answer which is exactly what we require from the API to be of good
assistance to an engineer, anything higher being too long and instead slowing them
down

2) Max Token
a) In arealistic and practical scenario, operational expenses are necessary to maintain

the use of an API that assists a site reliability engineer in their daily tasks.
Furthermore, we will not be using the API only once or twice but maybe hundreds
or maybe thousands of times a day as errors can come up at any time. As such, we
have to set a limit to the max tokens as we do not want to waste unnecessary money
when we can save cost while still ensuring a suitable performance. Since we
already want the answer to be short and direct, by reducing the max token we are

0.50

0.00

0.00



making sure that ChatGPT does not provide us with extra or unnecessary
information that will not be helpful for an engineer’s task.

b) However, we realised when configuring the max tokens that although we can save
cost by reducing the max tokens, the output ends abruptly without being able to
complete its sentence majority of the time. This is due to the nature of the
configuration. Once the output generated hits the max token, the entire processing
will stop and will not consider the overall outcome. Furthermore, while testing out
various questions, we realised that without a word limit, ChatGPT will elaborate
on extra information that is not needed as it is only a waste of our tokens. Therefore,
in order to tackle this problem we decided to keep a word limit in the system
message. By doing so, we are able to ensure that the information will not end
abruptly while still ensuring an accurate response as now OpenAl will consider the
word limit before generating the answer. Through varying tests, we decided that a
range of 50-100 words will be sufficient for any given prompt of the nature of our
project by giving a short and simple summary as well as the troubleshooting
methods. Anything below will end up with a short answer not giving enough detail
and information while anything above being too long winded and unnecessary.

3) Top-P

a) While Top-p is of a similar nature to temperature by controlling the randomness,
they work hand in hand to give an answer type a user wants. Since we are targeting
simple and direct answers, we believe that keeping the Top-p value on the lower
range will benefit us better as it will make the answer more coherent and focused.
Our basis for choosing the range is also similar to Temperature where 1.0 being a
bit too broad for our project with answers being accurate yet unnecessary.
Somewhere in the middle range of 0.5 is what meets our goal of being direct and
straightforward.

4) Frequency Penalty

a) As a site reliability engineer's work is very technical and has very little room for
creativity, it is better for the API to use similar words or phrases as it makes the
results easier to understand to a site reliability engineer as well as keeping the entire
system systematic. This led us to set 0 penalty for repeating similar words or
phrases as we want the API to maintain a standard consistent answering style

5) Presence Penalty

a) Since we are trying to stick to a consistent theme of analysing and troubleshooting
logs, we believe that it is unnecessary to put a penalty on the Al as we want to
encourage to repeat itself as we believe that some troubleshooting methods are very
specific and there is not much creativity options

6.2) System Message for OpenAl

System message $ Generate A

h. You are a system engineer

2. You are to analyse error log details and understand it

3. Summarise the information and provide an indepth step-by-step troubleshooting method for the error
4, Keep it short and simple, easy to understand

5. Be sure to consider different potential factors that could lead to the error and how to address them.

6. Keep everything under 100 words.

Above shows how we customized OpenAl to take the role of a site reliability engineer to
better answer the prompt it is given in context to our project. By doing so, we can instruct the Al



to think in the way of a professional engineer to craft the most suitable and practical solutions.
Without this approach, the answer we receive might come from a different perspective. While the
summary of the log information would remain the same, the solution provided might not consider
a site reliability engineer's viewpoint and could only offer solutions that a regular user of the
website could implement. The 2nd point helps with clarification and ensure accuracy and acts as
an extra precaution to ensure the most accurate response without missing out any detail. The 3rd
and 4th instructions ensure the Al keeps the response concise and understandable, making the
template suitable for users regardless of their prior experience with the system. The 5th point is
also another protective measure to allow the response to be of optimal accuracy and ensure that
the answer generated is holistic. Lastly, the 6th point helps keep everything under our budget to
save cost as well as to keep the answer generated from elaborating unnecessarily.

In some cases, if there is no system message, the results from OpenAl may be extremely
varied and not relevant to our request. OpenAl may give results that are out of topic and not useful
for solving the problem at hand. For example, it may give us results where it just barely explains
what the log details are instead of providing the troubleshooting methods in the correct order. This
may cause unwanted confusion, and we have to repeatedly prompt OpenAl to give us the corrected
response. Keeping prompts to the minimum would be beneficial as less tokens would be used up
which will help save cost. Using a system method would be much more efficient as we also must
factor in the time and cost as well as trying to produce effective results.

Finally, we can consolidate everything by inputting the specific error log message we are
interested in. After entering all the necessary information, OpenAl will generate an immediate
response that summarizes the error log message and provides straightforward solutions to resolve
the errors. Below are the error logs used for this example.

2024-12-03 04:48:05 Launcher ERROR [ProcedureFactory] The easyTravel installation is
corrupt. Unable to create procedure for mapping 'b2b frontend': Corrupt installation. The
following file could not be found: C:\dev\..\. \IIS Express\iisexpress.exe.

2024-12-03 04:44:56 Launcher ERROR [ProcedureFactory] The easyTravel installation is
corrupt. Unable to create procedure for mapping 'payment backend': Corrupt installation. The
following file could not be found: C:\dev\..\. \IIS Express\iisexpress.exe.

The output is shown below:

OUTPUT



Assistant Assistant
**Summary:** **Summary:**

The error indicates a corrupt EasyTravel installation due to a missing "iisexpress.exe " file, essential for The error indicates a corrupt EasyTravel installation due to a missing ~iisexpress.exe ” file, crucial for the

running IIS Express. ‘payment backend’ mapping.
**Troubleshooting Steps:** **Troubleshooting Steps:**
1. *Verify File Existence:** 1. **Check File Path**

- Checkif “iisexpress.exe " is present in the specified path using File Explorer or “dir* command. - Verify the presence of "iisexpress.exe " in the specified path using File Explorer or "dir* command.

2. **Reinstall IS Express:** 2.**Reinstall IIS Express:**

- Download and reinstall IIS Express from the official Microsoft site. - Download and reinstall IIS Express from Microsoft's official site.

3.**Repair EasyTravel Installation:** 3.**Repair EasyTravel:**
- Use EasyTravel's repair feature or reinstall the application. - Use EasyTravel's repair option or perform a fresh installation.

4.**Check Permissions:** 4. **Verify Permissions:**

- Ensure correct permissions for the installation directory. - Ensure the installation directory has the correct permissions.

5.**Validate Environment Variables:** 5.**Check Environment Variables:**
- Confirm system paths include the IIS Express directory. - Confirm that system paths include the IIS Express directory.

6. **Review Logs™* 6. **Review Additional Logs:**

- Examine other logs for related issues. - Look for related errors in other logs for further insights.
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As demonstrated above, the Al can deliver a concise response, providing the essential
information and summarizing it for the user. Furthermore, it provides us with a list of possible
solutions to troubleshoot the error without overloading the engineer with too much information.
The response generated is precise and able to correctly identifies the problem and recommend
suitable solutions.

One important thing to take note of is the cost. Although the use of Al can significantly
help with our task, it comes with a price while doing everything manually does not require any
cost. Using OpenAl’s token counter, the input is about 64 tokens with the output being 165 tokens.
Using the numbers from above, we can calculate the estimated cost of one prompt being about
$0.01182 which is about 1 cent. This is very favourable for any enterprise and is a good result for
our research.

6.2 Problems faced and Limitations

At the beginning of the project, we were not very familiar with much of the terminology
used in Al which made it difficult for us to understand the effect of changing the parameters in the
OpenAl playground. Moreover, we could not interpret the logs correctly which caused us to
struggle and understand the effect of shutting down the specific servers. Our inexperience caused
us to struggle slightly but we were able to learn at our own pace and grasp the content. Moreover,
due to our inexperience with programming, coming up with a way to filter the logs proved to be a
difficult challenge, we used multiple online resources to gain more knowledge and work our way
towards our finished product which took quite some effort as it was not working when we first
started working on it.

6.3  Future use and Extension of our project

Some additional feature that may help with this program is to ask Al to help sort the error
messages based on severity to help the engineers tackle the more serious errors first. Additionally,
we can consider implementing Al agents to automate troubleshooting, further enhancing the
system's efficiency. Furthermore, we realised through our research that the same error messages
can come out repeatedly if the issue is not resolved. This would be a waste of resources if we were
to repeat the prompt as we already have the troubleshooting recommendation and solutions from
past error messages. Thus, one potential solution is to cache the past answers as reference and
check each time before entering a log message into a prompt. If the log message matches a



previous search, we can reference the past solution, avoiding the cost of calling the API for the
same answer. Additionally, we can create a user-friendly and straightforward dashboard to
consolidate errors and solutions, making it easily accessible to site reliability engineers for their
assistance.

7. Conclusion

In conclusion, our extensive research demonstrated that we can effectively leverage the
power of Al to alleviate the workload of Site Reliability Engineers (SREs). Their job of sifting
through endless lines of logs is truly tiring and tedious and we experienced it ourselves in a
demonstration of easyTravel. However, performing such tasks in a real-world context can be
even more challenging, as they must be completed at a much faster pace with high accuracy,
which can be stressful for Site Reliability Engineers. Therefore, with the introduction of our
solution to make use of the various technologies available to us in today’s world, we are able
to reduce the stress of Site Reliability Engineers by automating such tedious tasks and helping
them with their day-to-day work. While our solution may not yet be fully optimized and
perfected, we believe we are on the right path toward a future where Al is used more efficiently
to help not only Site Reliability Engineers but everyone to work smarter, not harder.
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